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EVER LEFT FOR A meeting with a client

only to discover halfway there that

you’ve left some critical files at home or in the

office? Or have you ever taken work home over

the weekend only to be frustrated when you

realise you’ve forgotten something and can’t

get to it until Monday morning? How about

the ability to access network resources (such as

servers and printers) remotely, perhaps when

on the move with your PowerBook? If any of

these apply to you, then remote access is

definitely something to consider.

Remote access is the ability to dial into your

Mac using a standard modem. Most people

will be familiar with the Remote Access Control

Panel in Mac OS 8.5 and later, insofar as it

enables you to connect to the internet using

PPP (Point to Point Protocol), but it also

enables people to connect directly to your Mac

via modem.This facility is useful for a number

of applications where you wouldn’t necessarily

want a server visible on the internet (perhaps

for security or cost reasons) but still need

people to be able to connect and share

resources. Setting this up is laughably easy,

and could make you and your staff a lot 

more productive.

WHAT CAN IT DO?
Remote access lets you connect to a computer

network via a phone line, just as millions of

people already do with the internet. However,

you don’t need a service provider to be able to

do this – in fact, all you need is a modem and a

phone line.With these, you can work from

home or on the move and access your office’s

resources.This includes connecting to servers,

shared folders and printers via the Chooser.

If your office has them, you can also have

remote access to email, contacts lists,

databases, and even back-up services. In fact,

you will have all the tools at your disposal just

as if you were sitting in your office.

Even if you work full time from home, you

can benefit from remote access.You could set

up your desktop Mac at home to answer data

calls, and then connect to it from your

PowerBook while out on the road with a client.

This could be extremely useful for giving on-

the-spot quotes, marketing or technical data,

or any kind of up-to-date information that you

might not otherwise be able to provide even

from an internet connection.You could also

REMOTE ACCESS
No matter where you are, you can access the files on

your Mac with a simple phone call – no extra software required.

Lindsay Bruce explains remote access.

REMOTE ACCESS

PHONING HOME

WALKTHROUGH Setting up remote access

1 First of all, create some user profiles for the

people you want to connect remotely in the

Users and Groups tab of the File Sharing Control

Panel. Note that File Sharing does not need to be

switched on for remote access.

2Double-click on the user profile you’ve

created and select Remote Access from the

pop-up menu. Check the “Allow user to dial into

this computer” box. If you want to pick up the cost

of connection, check the “Call back at #” box and

enter that user’s telephone number. Note that the

user must have their Remote Access Control Panel

set to Answer for this to work.

3 If you are enabling network access to users,

you’ll need to create profiles and access

privileges on each network computer you want

them to have access to. A quick way of doing this

is to create a User Group that has all of the same

access privileges.

4Now open the TCP/IP Control Panel. Having

TCP/IP enabled isn’t essential, but it will

dramatically speed up the connection.The IP

address can be set dynamically or manually. Select

an IP address on the same subnet as the rest of

your network computers, and enter the default

subnet mask (255.255.255.0). If you don’t have a

network router, leave this field blank.

Netopia s Timbuktu Pro enables you to view and control a remote computer as if you were sitting in front
of it. You can even share control with a remote user, working on a single document together.

➔
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initiate automated tasks remotely, such as bulk

emailing, invoicing, or downloading

particularly large files from the internet.

Controlling your desktop Mac remotely turns it

into a personal assistant whose capabilities are

limited only by your imagination.

Perhaps the most powerful use for remote

access is network administration. In today’s

global economy, it’s common even for small

firms to have offices all over the world. One of

the major cost impacts of such global trade 

is dedicated IT support staff on call. Good

technical staff aren’t cheap and don’t grow 

on trees, and your satellite office might not 

be large enough to warrant contracting

support staff.

This is particularly difficult in very remote

areas where an engineer might not be

available for days, perhaps even weeks.With

remote access, a system administrator can dial

into a network, diagnose and repair faults. He

or she can even snoop on staff to check they

aren’t installing illegal software, ripping off the

company’s client base, or just being plain lazy.

WHAT DO I NEED?
For basic remote access, all you need is two

Macs, a modem connected to each, and a

phone line between them. If one of the Macs is

connected to an office network, the other can

access that network as if it were physically

connected (which, in a way, it is). For

USE CALL BACK
Save on your personal phone bill by having the company's remote
access server call you back immediately after you've dialled in.
You can set this preference in your user identity window in the
Users and Groups tab of the File Sharing Control Panel.

USE COMPRESSION SOFTWARE
Wherever possible, make sure that the files you transfer via
remote access are compressed. Modems are slow and
uncompressed files can take several minutes (sometimes hours,
depending on size) to transfer.

CONTROL PANEL SETTINGS
To save reconfiguring your Control Panels when switching
between remote access and your internet connection, create
different configurations in each panel by pressing C-K. Use the
Location Manager to switch quickly between configuration sets.

TIPS PHOTOSHOP MASTERCLASS REMOTE ACCESS MASTERCLASS
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Modems are, by today’s standards,

slow and expensive due to the cost

of calls over the public phone

network. However, if you’re smart,

you can stay connected as long as

you like without running up a huge

bill. British Telecom offers a Talk

Anytime package which offers

unmetered calls starting from

around £15 per month. All you do is

register the phone number you dial

to connect to your office network,

and hey presto, you can stay online

virtually all day and never have to

pay more than the set monthly rate.

For faster remote access, you can

use ISDN or Home/Business Highway.

This will offer you up to 128Kbps.

ISDN isn’t exactly cheap (the

standard ISDN 2e line rental is 

£134 per quarter – plus the cost

of calls), but it is much faster and

more reliable than a plain 

modem connection.

Finally, you could opt for an ADSL

connection between sites. ADSL is

available to some 13 million people

in the UK at present, and offers

512Kbps for a mere £40 per month.

Best of all, the ADSL line is

permanently open, so you’ll never

pay more than the flat fee no 

matter how much you use it.

For more details on British

Telecom’s range of services, call the

company for information on 0800

800150 or visit its web site at

www.bt.com/.

Working the phone system

5Open the Remote Access Control Panel and

select Answering from the Remote access

menu in the main menu bar, and you will see this

dialogue box. Check the “Answer calls” box.You

may also want to set a maximum connection time

to reduce bills and improve security. Select

whether you want users to be able to access just

this computer, or the entire network.

6 To use a TCP/IP connection, check the “Allow

TCP/IP clients to connect using PPP” box. Set

the default IP address to an unallocated address

on the same subnet as this computer (this means

the first three octets of the IP address must be the

same). Checking the “Allow client to use own IP

address” will override the default setting.

7On the client Mac (the one at the remote end)

open the AppleTalk Control Panel and switch

the AppleTalk connection to Remote Access.

Now open the TCP/IP Control Panel and give the

Mac a suitable IP address. Alternatively, you can set

it to configure via a PPP server and your Mac will

be given the default IP address specified in step 6.

8 Finally, on the client Mac, enter the

connection details into the Remote Access

Control Panel.The phone number is the number of

the line you’ve connected your Remote Access

server to. For Username and Password, use the

settings you defined in Users and Groups.You will

now be able to dial into the network and connect

to shared folders and printers via the Chooser.

➔

Timbuktu also offers Message and Chat facilities so you can swap notes with your remote counterpart —
useful for those collaborative projects where using the phone could prove expensive. 
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remote control of a Mac’s functions, you can

either write yourself some AppleScripts or use

a macro utility such as QuicKeys, or better yet,

you can install some network administration

software such as Timbuktu Pro or Apple Network
Assistant (part of AppleShare IP).We’ll start with

just the basic set up.

REMOTE CONTROL
The ability to control another computer over a

network or the internet is an incredibly

powerful tool for the system administrator, but

it can also be useful to the individual user.

For example, say you’re out of the office

with your trusty PowerBook and want to fax

off a stack of invoices. Doing this via a mobile

phone connection is going to cost you a

fortune, but if your desktop Mac back at the

office has Timbuktu installed, you can dial it up

and instruct it to send out the invoices over

the office landline, saving you money. In fact,

any task you might perform sitting in front of

your Mac can be accomplished via remote

control. In effect, you can be in two (or more)

places at once.

Used together with the internet, you can

effect changes around the globe. From your

comfy desk in the UK, you could reconfigure a

Mac OS or Windows NT server (Timbuktu is

cross-platform) based anywhere – America,

India, Hong Kong, even the North Pole.You can

even view the remote computer’s Desktop,

hard drive contents and Control Panels just as

if you were physically sitting in front of it. Even

better, people can collaborate on the same

document, working together by viewing each

other’s screens. For example, artists might

collaborate on a drawing, musicians on a

score, or programmers on a chunk of

application code.

Messages and chat can be exchanged, and

both users can control running applications. So

UK- and US-based designers could work

together over the internet sharing design

ideas on the same Photoshop canvas.

Timbuktu Pro costs £198.58 for a two-user

licence, or £692.08 for a ten-user licence. For

more details, contact UK distributor Computers

Unlimited on 0208 200 8282 or visit its web

site at www.unlimited.com/.

If you just fancy the idea of snooping on

your users and don’t care about remote

control, MacVNU might be for you.This free

program from AT&T’s Cambridge Labs enables

you to view the screen of a remote Mac.

MacVNU is still in development and the

software download is Beta, so expect a few

bugs. For more details and download, visit

www.uk.research.att.com/vnc/. MF

KEYCHAIN
If you have trouble remembering all your access passwords, the
Keychain function in Mac OS 9 and later could be your saviour.
Simply add all your passwords to a Keychain and protect them
with a single password. Keychain-savvy applications will then
automatically enter requested passwords when logging onto
secure servers and internet sites.

MAX CONNECT TIME
You can cut your online time by setting a maximum connection
period within the Remote Access Control Panel both for incoming
and outgoing connections. Prompting the user every few minutes
to maintain the connection gets tedious and discourages
wasteful time online.

CONTROL STRIP
The Control Strip visible at the bottom of your screen includes a
Remote Access module. You can use this to connect quickly to any
remote access or internet service configuration you've set up in
the Remote Access Control Panel.

TIPS 
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Apple Knowledge

Base

Search Apple

technical documents

for Remote Access

coverage

http://kbase.info.

apple.com/cgi-

bin/WebObjects/

kbase.woa/29

Apple Network

Assistant

Latest update for

Apple’s remote

administration tool

http://docs.info.app

le.com/article.html?

artnum=120050

British Telecom

Telecommunications

solutions

Home site:

www.bt.com/

Broadband

connections:

www.btopenworld.

com

BT Internet ISP:

www.btinternet.

com

General enquiries:

0800 800 150 

MacVNC at AT&T

Labs, Cambridge

A free utility for

viewing the desktop

of a remote

computer using

TCP/IP protocols.

Beta software still

in development.

www.uk.research.

att.com/vnc/

GOING
FURTHER

There’s no such thing as a 100% secure

network. The moment you add any outside

connection you’re immediately compromising

your security, no matter how much you spend

on extra hardware or software. 

Be aware of this from the start. What

protects most users is indifference on the part

of hackers. Unless your organisation is a

particularly juicy target for a hacker (for

example, a government agency, software

company or pressure group), then you probably

won’t have a serious problem – unless it’s from

a competitor. This is no reason to be

complacent, though, and you should take all

reasonable steps to prevent unauthorised access

to your network.

Network security in the standard Mac OS

Users and Groups is pretty good for a desktop

computer, but for real peace of mind you might

want to consider beefing it up using Apple or

third-party software suites. Here are some

options:

APPLESHARE IP 6.3
This is Apple’s original server suite for Classic

Mac OS, including software for providing

network email, web, ftp and remote 

access services. 

It has been discontinued and superseded 

by Mac OS X Server, which offers greater

functionality and better stability, but you 

might find some Mac resellers who still have

copies to flog.

Price: £410 for 10 users, £822 for 50 users

Contact: Apple UK on 0800 783 4846

Website: www.apple.com

MAC OS X SERVER
Apple’s long-awaited server suite for Mac OS X.

Offers similar functionality to AppleShare IP, but

with extra features, improved security and

better cross-platform support.

Price: £399 for 10 users, £799 for

unlimited users

Website: www.apple.com/macosx/server/

Contact: Apple UK on 0800 783 4846

MACADMINISTRATOR 2.0
British company Hi-Resolution Systems’ answer

for Mac network security, popular in the

education market. Provides secure multiple

users for true hot-desking and integration with

Windows 2000 network login.

Price: Varies with licence, for example, 100

client, £55.81 per client.

Website: www.hi-resolution.com

Contact: Hi-Resolution UK on 01892 891291

AppleShare IP is the original Mac easy-to-use
server suite and includes increased network
security for workgroups. It s been discontinued
in favour of OS X Server, but you might still find
resellers with stocks.

How secure is it?
PROTECT YOUR NETWORK

TCP/IP is the protocol used on the internet to

identify and move data between computers.

Useful definitions and an explanation of

technical terms can be found at:

http://oac3.hsc.uth.tmc.edu/staff/snewton/

tcp-tutorial/sec1.html

Alternatively, Apple’s website is host to a

large number of TCP/IP technical articles that

relate directly to the Mac, ranging from

general principles to specific settings. Search

for articles on the Knowledge Base at

http://kbase.info.apple.com/cgi-

bin/WebObjects/kbase.woa

What is TCP/IP?
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